Py Strathmore University

Centre for Intellectual Property and
Information Technology Law

2> DATA GOVERNANCE >

“Note: The information herein is largely derived from the Data Governance Principles Research & Development Project. Please refer to the report for further information data governance in Africa.”



Introduction

Digitalisation has resulted in increased data collection which forms an integral role in various
industries and day-to-day activities thus the need to ensure that the data is managed in

a manner that not only protects the integrity and security of that data but the rights and
interests of the organisations processing the data and the people whose data may form
part of the data sets being processed. Consequently, processes and standards have been
developed to ensure the management or governance of that data. As a result of digitisation
and the large volumes of data being processed in the digital era and the interdisciplinary
nature in which processes and standards need to be applied, there has been an increase
in these data governance processes. The interdisciplinary nature of data governance and
the three interrelated concepts—Data (Information) Management, Enterprise Information
Management and Data (Information) Architecture—resulted in different terms being used to
refer to data governance. In this Report we use the term ‘data governance’.

The objective of this research is to provide a baseline understanding of what data
governance is, the principles and frameworks applied in the governance of data and examine
how these principles and frameworks translate in the African context. We found that data
governance encompasses legal and human rights requirements, technological, security and
economical considerations. These aspects inform, not only how data is managed within an
organisation but determines the principles that are considered is that governance and the
frameworks that are developed. In light of this data governance can essentially be defined as
the use of authority combined with policy to ensure the proper management of data assets.

Herein we record the most commonly applied and considered data governance principles.

Data Governance Principles

Principles are a set of statements that describe the basic doctrines of data governance.
According to Bharosa and Janssen' principles are “normative, reusable and directive,
formulated towards taking action by the information system architects”. A robust principle
should enable good quality decisions to be made and enforceable policies and standards to
be created.?

Researchers have proposed initial frameworks for data governance® and have analyzed
influencing factors* as well as the morphology of data governance®. A number of data
governance principles have emerged. These principles can be grouped into four categories
— organisation, alignment, compliance and common understanding. Data governance
principles should thus reflect and preserve the value to society from the sharing and analysis
of anonymised datasets as a collective resource.®
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The four categories of data governance principles are as follows:

Organisation

Organisational goals are the first consideration when developing data governance
frameworks. It is also important to take into consideration the organisational dimensions
and specify the framework for decision rights and accountabilities to encourage desirable
behaviours for the use of data.

These organisational goals also help to measure an organisation’s performance.
Organisations need to consider their functional goals and organisational form. That is,
consider the tasks needed to be fulfilled.® Organisational form, looks at the structure in
which responsibilities are specified and assigned and the organisational processes. In terms
of this, the data governance model consists of roles, decision areas, main activities and
responsibilities.® There is a need to establish clear communications and patterns that would
aid in handling policies for quick resolution of issues.

Alignment

Data governance should ensure that data meets the needs of the business. A data
governance program must be able to demonstrate business value.'? Business uses for
data establish the extent to which specific policies are appropriate for data management.
Data governance should ensure data is useful' and that the information should be helpful
to its intended users, or support the usefulness of other disseminated information. While
governments want to achieve the goals of data governance, they often have difficulty

8Weber, K., et al.: One size does not fit all—a contingency approach to data governance. J. Data Inf. Qual. 1(1), 1:1-1:27
(2009)
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BDawes, $.5.: Stewardship and usefulness: policy principles for information-based transparency. Gov. Inf. Q. 27(4), 377-383
(2010)

)) &

justifying the effort unless it has a practical concrete impact on business.' Data governance
also provides the framework for addressing issues such as improving data quality. Data
quality is necessary to ensure that data management activities are in line with the overall
business strategy. The strategy should include the strategic objectives which are pursued by
data quality management and how it is aligned with the company’s strategic business goals
and overall function scope.

Compliance Monitoring and Enforcement

Data governance includes clearly defining the authority to create and enforce data

policies.™ It is thus imperative that an organisation establishes and enforces policies and
processes around the management of data within the organisation. Organisational personnel
such as the information technology and business teams therefore need to develop and
determine a framework of policies which are applicable across the whole organisation.®

The considerations for the framework of policies include, safeguards for the data sets, legal
responsibility and accountability,’” as well as mechanisms to ensure that the organisation
meets its legally defined obligations.'®

Common Understanding

Governing data appropriately is only possible if it is properly if the purpose and uses of the
data is understood. It is therefore important to develop an enterprise data model,' that way
an organisation is able to understand its data uses and purposes over time, even when these
uses and purposes change.?® Thus a common understanding of the purposes and uses of
data need to be established across the organization.
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Conclusion

Data governance comprises legal and human rights requirements, technological, security
and economical considerations. It is these aspects that inform how data is managed within
an organisation, and determine the principles that are considered in the development

of frameworks. The data governance principles can be grouped into four categories —

organisation, alignment, compliance and common understanding. Notwithstanding, data
governance is not a one size fits all, according to these four categories are used to inform the
principles that an organisation will apply depending on its individualistic needs.




| WILLIAM + FLORA

| Hewlett

= Foundation

This study was made possible by a grant provided by the Hewlett Foundation.
We thank the organization for their continued support.

(OMoM

© 2021 by Center of Intellectual Property and Technology Law (CIPIT). This work is licensed under a Creative Commons Attribution — NonCommercial — ShareAlike 4.0 International License (CC BY NC SA
4.0). This license allows you to distribute, remix, adapt, and build upon this work for non — commercial purposes, as long as you credit CIPIT and distribute your creations under the same license:
https://creativecommons.org/licenses/by-nc-sa/4.0



